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The point of view

Smart connectivity and data: the major challenge of digital security

Digital technology and innovation — including cloud computing, artificial intelligence (Al), the Internet of
Things (I0oT) and, soon, 5G — are speeding up the digital transformation of businesses and, more broadly,
the economy and societies around the world. This is reflected in large-scale changes in every area and
emerging new behaviours, all of which is happening very fast, disrupting social and economic stability.

All this requires appropriate communications infrastructure built on upgradeable and more agile network
architecture that harnesses new digital technologies?.

Paradoxically, while these remarkable digital developments and transformations are making such
infrastructure more open and agile, they are also making it more vulnerable to cyberattacks. More intensive
generation, collection, processing and consumption of data is creating loopholes at various points in
networks, including end users’ mobile devices. This entails risks and heightens the critical need to secure
infrastructure and control the use of data.

Data and artificial intelligence: Europe on the offensive

At this point in time, the United States and China are dominating the data war, with their platforms handling
huge volumes of subscribers’ personal data. Even though the battle for control over personal data seems, in
my opinion, to have been lost, Europe has nevertheless responded by putting in place the General Data
Protection Regulation (GDPR), successfully implemented on 23 May 2018 with the aim of controlling the
processing of personal data and protecting private individuals.

On 19 February 2020, the European Commission unveiled its strategies in support of a European digital
transformation reflecting its fundamental values of openness, fairness, diversity, democracy and trust. This
strategy notably encompasses critical infrastructure and cybersecurity. The goal now is thus to make Europe
a major player in Al and the data economy.

The massive expansion of the industrial 10T will trigger an exponential rise in the production of industrial data.
With the rapid growth of 5G networks, the advent of edge computing and huge progress in algorithmic data
processing, Europe is keen to — and, indeed, must — seize its chance to become a major player in the
management of industrial data: its supremacy in this global war for control over data depends on it.

Edge computing, or intelligence at the edge of networks

Data generated by sensors connected to the 10T is sent to processing centres for storage, analysis and use.
These centres consist of servers and computers, generally installed in a data centre.

! SDN (software-defined networking), NFV (network function virtualisation), APIs (application programming interfaces) and edge
computing (where computation and information processing happen at the edge of the network, as close as possible to the end
user).
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Thanks to technological developments, hardware located at the edge of networks now also has built-in
computing power and analytical capability as well as being able to passively store data. In other words, data
can now be processed directly as close as possible to its source — for example, a voice assistant or a
driverless vehicle.

Edge computing notably reduces latency and the energy cost of using infrastructure, both key factors in the
development of future services, the most advanced of which include driverless vehicles and smart transport.

Smarter, more flexible connectivity is undermining network security

The evolution of network architecture, with many functions now virtualised and reconfigurable via software,
the cloud and the IoT (particularly the industrial 10T), has significantly increased the number of points at which
hackers and other cybercriminals can access networks. Making intelligence and data accessible at the edge
of networks further heightens this risk. Furthermore, our own mobile devices and laptops, if not properly
protected, are potential gateways.

Connected objects, the cloud and all supply chains — particularly for on-demand services (such as SaaS, or
Software as a Service) — all constitute vulnerabilities and are therefore cybercriminals’ favourite targets.
According to a recent survey, the number of cyberattacks on supply chains surged 78% in 2018 alone.

This means all critical (IT and telecoms) infrastructure at banks, telecoms operators, energy suppliers and
government bodies is a prime target. Note that in 2018, 34% of cyberattacks worldwide targeted the finance
and technology sectors. Itis also estimated that 35% of cyberattacks around the world in 2018 were launched
from IP (Internet Protocol) addresses in the United States and China.

Industrial espionage has always existed, and this is not about to change. In a highly competitive environment
where business and geopolitics intermingle, achieving global technological supremacy means mastering Al
and 5G.

Consequently, and to protect assets where their customer and business data is stored, all businesses and
governments must meet the challenges posed by cybersecurity and infrastructure security. Otherwise, they
run the risk of losing their customers’ fundamental trust. ®
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